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INTRODUCTION

The TemplaCMS Customer Portal system is a two-part application consisting of both a client and server application, both will
need to be installed as a single website.

The client application is the front end of the system which the user will interact with using any web browser.

The server application communicates between the frontend client application and the TemplaCMS Customer Portal database,
which retrieves its data from the TemplaCMS database using SQL views.

The setting up of a secure connection via HTTPS and port forwarding is the responsibility of the client’s IT department or their
external IT support company.

The TCP port will also need to be opened up to allow the TemplaCMS Customer Portal application to be accessible from outside
your network; this will also be the responsibility of the client’s IT department.

A database is also required, which contains only views so no actual data is stored here. The views will retrieve data from the
TemplaCMS database tables, the data is then sent through the server application and sent back to the client application for the
user to view and interact with.

For added security, all connections to the server application require a valid authentication ticket that TemplaCMS provides
once the user has successfully logged on to the TemplaCMS Customer Portal application. If a connection is detected without a
valid authentication ticket the connection is severed and we also recommend that a SSL certificate is installed on the server.

SCHEMATIC

SQL Server IS Server Client Browser
() --
S\ |
>
\
| —e: —
Temp[aCMS Customer Portal The client and The client will
Database Database (Views Only) server applications navigate to the
are installed on Customer Portal
this server as application using
asingle website their favourite browser

TECHNICAL REQUIRMENTS

Microsoft IIS must be installed on at least one server, IIS will host both the client and server applications, we recommend 1S
version 7, however version 6 is acceptable.

Microsoft SQL Server is required to host the TemplaCMS Customer Portal database, it is recommended that SQL Server 2008 R2
is used, the database must be accessible by the TemplaCMS Customer Portal server application, it is also recommended for
performance reasons the database be held on the same instance as the TemplaCMS database.
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TemplaCMS Customer Portal has been designed to be available across all major browsers, although still accessible the
application will not perform so well on a small mobile device browser.

User’s browsers will need to allow ‘JavaScript’ (most browsers are set to ON by default), for the application to function.

1S

Afolder containing both the Server and Client applications would have been sent to you, please move this folder to the ‘inetpub’
folder normally installed on the C drive, the next step is to setup IS to serve the TemplaCMS Customer Portal application.

1. Openlis:
T A - (=
7 -
@U [& MiE » Sites » EEEE
I File  Yiew Help
Connections @ Actons
- Sites
7 % @ AddWeb Site.
[CE i Set W S 3
45 MIKE (TEMPLAD\adamj) Fiter « [H)Go - Show All | Groupby: No Grouping Set Web S DT
i) Application Pools — @ He
j Name ju] Status Binding Path @ e

4 [a] Sites
- &) Default Web Site

@Default WebSite 1 Started (ht... %80 (http)808:" (nettep) (net.pi..

2. Rightclick the ‘Sites’ folder and click ‘Add Web Site’

%SystemDrive%\inelpubhwwroot

Online Help

The form will need to be filled in as below (please note, you will need to seek advice from your IT department or

IT provider what port number to use, 81 has been used for demonstration purposes) if the ‘Customer Portal
folder has been copied to different location then the physical path will need to be adjusted to the correct path.

Content Directory
Bhysical path:
Cihinetpub\CustomerPortal

Pass-through authentication

I Connect as... ] [ Test Settings...
Binding
Type: IP address:
http ~ | All Unassigned

Host name:

Example: www.contoso.com or marketing.conteso.com

Start Web site immediately

r ~
Add Web Site D |
Site name:
CustomerPortal DefaultAppPool

oK

Cancel

/|
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4. The screen should look something like this.

r o
% Internet Information Services (IS) Manager I B
% [@ » MKE » Stes » Customerortal + |l @ -
File View Help
Connections Actions
- 0 CustomerPortal Home
A B Explore
495 MIKE (TEMPLAD\adam)) Edit Permissions...
! Filter: - BfiGo - (& Show Al | Group by:
-1 Application Poals i 8860 - & showall | Groupby: =
48] Sites ASP.NET B
/@ Customerportl 50) .NET Autherization Rules |
5| CustomerPortal_Client |
&[] CustomerPortal_Server \&\, NET Compilation £ Y I
4 Default Web Site View Virtual Directories
MET Error Pages e — ~,
@ NeT Globalization 2 Restart
P Stat
El NET Profile ® sop
T2 werrotes _ Browse Web Site
Browse 81 (http)
"J NET Trust Levels Advanced Settings...
NET Users Configure
Failed Request Tracing
pplication Settings Limits N
ih‘ Connection Strings @ Hep
i Online Help
£
[=] Features View || Content View
Ready P
| - — —_—

5. 1S will now need to be configured to serve the client and server applications.
First select the folder in 1S under the CustomerPortal folder ‘CustomerPortal_Client’ right click and select

‘Convert to Application’

F ™
Add Application [ 2 [

Site name:  CustornerPortal

Path: /

Alias: Application pool:

CustomerPortal_Client DefaultAppPool Select...

Example: sales

Physical path:
Chinetpubh CustomerPortal\CustomerP ortal_Client

Pass-through authentication

Connect as... ] [ Test Settings...

0K ] ’ Cancel

h

6. Click ‘OK’ on this screen.
7. Repeatstep 5 but instead of selecting ‘CustomerPortal_Client’ now select ‘CustomerPortal_Server’.

8. The screen should now look something like this.

3 =)

qﬂ Internet Information Services (TIS) Manager

6(::) |:;_? » MIKE » Sites » CustomerPortal » CustomerPortal_Server » ‘ L ”’l\ @ T
File View Help
Connections Actions
> 9 /CustomerPortal_Server Home
# = = Bl Explore

€5 MIKE (TEMPLAQ\ad| it Permis
“ j (T_ . \adamj) Filter: - g Go v%showgll Group by: _ EdEEEe

L2} Application Pools 8 | & pasic settin
(& Sites ASP.MET = -
Vie ual Directories

4@ CustomerPoral 0, NET Authoriation Rules —_—
»-[# CustomerPortal_Client Manage Application €3] I

» [ CustomerPortal_Server | 4 =
=¥ LustemerPorta)_Server ¥ NET Compilation o
& &Y Default Web Site N Browse Application
[®@] Browse ™81 (http)
NET Error Pages rowse =57 thitp) |
P Advanced Settings...
@ NET Globalization o= |
F— NET Profile Online Help

‘\/ .MET Roles

WMET Trust Levels

Application Settings

Connection Strings

[ =1 Features View |{3 Content View

-l

Ready
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9. The configuration file will now need to be edited. This contains some settings such as the database connection string.

The configuration file should be located in:

C:\inetpub\CustomerPortal\CustomerPortal_Server\Web.config

(Note if the CustomerPortal folder was copied somewhere different to what is detailed in this document please
locate the web.config file in the CustomerPortal_Server folder)

| Webconfig -Notepad i M

=AREN X

File Edit Format View Help

<?xm] version="1.0" encoding="utf-8" 7>
<configuration>
<configsections>

PublickeyToken
<section
Publ1ickeyToken=|
</sectionGroup>
</configsections>
<connectionstrings>
<add name="Templacustomerportal.Misc.My.Mysettings. connectionstring”
connectionstring="Data SDurce—A((esssq'\{Ac(ess Initial Cata1ng—Temp1a
Ip=#stduser; Password=#stdpassword; Pooling=False;Connect Timeout=1
pruvwdername ‘System. Data. 5q1chent />

€5619342089" requirepermission="false

connectionstring="Data Source=Accesssgl

pr'ov1der'Name 'System. Data. sq'lc'hent />
</connectionstrings>
<system, web>
<webservices>
<protocols>
<add name="HttpGet" />
<add name="HttppPost"/>
grntncm'\»
</webservices>
<compilation debug="true"/>
</system.web>
<system. diagnostics>
<sources>

<source name="Defaultsource” switchname="pe
<listeners>
<add name="FilelLog"/>

aultswitch">

<!--<add name="EventLog"/>-->
</listeners>

</source>
</sources>
<switches>

<add name="Defaultswitch"” value="Information” />
</switches>
<sharedListenerss>

<add name="FileLog"”

t
processorarc itecture=MsIL™
initializepata="FileLogwriter"/>

-<add
</sharedus(eners>
</system.diagnostics>
<applicationSettings>
<TemplacustomerpPortal.misc.My.Mysettings>
<setting name="customerrPortalDocumentFilerath” serializeas="stri

</setting>

<setting name="semaphorepath” serializeas="str
<value>"\\DEVELOPMENT\tgmceviTempl a—cMs\semaphor e</va‘\ ues>

f </setting>

I <setting name="DocumentstorePath” serializeas="string">

<value>\\DEVELOPMENT\ tqmdev\Templa-cMs\Documents</value>

</setting>

<setting name="ClientPath’ serializeAs="string">
<«valuexC:\customerrportal</values

</setting>

<sect1on6roup name= app'hcatwonsettwngs Type="system.configuration. Applicationsettingseroup, system, version=2.0.0.0, culture-neutral,
€56 89"

”Temp]a(ustumerPDr(a'\ Misc.My.Mysettings” type="system.cConfiguration.clientsettingssection, system, Version=2.0.0.0, culture=neutral,
/=

<add name="TemplaCustomerportal.Misc.My. M{Sett'mgs pooledconnectionstring”

Access; Initial Catalog=Templa-CustomerPortal-Dev; Integrated Security=True;User
ID=#stduser; Password=#stdpassword; Pooling=True;Max Pool s5ize=200;Connect Timeout=10"

<!-— This section defines the logging cunf1?ura{1un for my.Application.Log ——»

<!-- uncomment the below section to write to the application Event Log —->

pe="Microsoft, visualBasic.Logging. FileLogTracel istener, Microsoft.visualgasic, Version=8.0.0.0, Culture=neutral,

<‘” Uncomment the below section and replace APPLICATION_NAME with the name of b
name="EventLog" Type="System.Diagnostics.EventlLogTraceListener” initializepata="APPLICATION_NAME"/>

<value>\\DEVELOPMENT\tqmdev\Templa-CMs\CustomerPortal Documents<?va'\ ue>

~CustomerPortal-Dev; Integrated Security=True;User

PubTicKeyToken=b03f5f7f11d50a3a,

our application to write to the Apphcatmn Event Log --»

10. Inthis file please locate the connection strings, adjust this according to your server and database name. Adjust the

settings at the bottom of the configuration file:

CustomerPortalDocumentFilePath: This is the path where the Customer Portal documents are to be
placed; we don’t recommend that this be the same folder where TemplaCMS manages its document store
SemaphorePath: This will need to be where TemplaCMS reads/writes its semaphore file to
DocumentStorePath: This should be where TemplaCMS reads/writes its documents to

ClientPath: This should be where the TemplaCMS Customer Portal client application is installed, this should
be unless the Customer Portal folder was copied to another location:

C:\inetpub\CustomerPortal\CustomerPortal

_Client.

ErrorLogPath: Please enter a path where any error logs that are generated should to be stored

11. The security rights will need to be adjusted for the CustomerPortalDocumentFilePath, SemaphorePath and
ErrorLogPath. Locate the folder and right click and select ‘Properties’, select the ‘Security’ tab, then select ‘Edit’,

click ‘Add’

-

Select Users or Groups

Select this object type:

Users, Groups, or Built4in security principals

From this location:
Development

Enter the object names to select (examples):

Object Types...

Locations...

115 AppPool \Default AppFoal

R

Check Names

| ok || Cancel

b

Please enter the object name as above (If the ‘DefaultAppPool’ has not been used please make sure this is set above
to the correct AppPool), make sure the location is set to the server, and click ‘OK’.
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Now set to ‘Full Control’, as is in the screenshot below.

P —— R
|| Permissicns for Semaphore ﬁ
| | Securty
I Object name:  ““\Development \ TAMDEV\Templa-CM5"5emapho
Group or user names:
£ CREATOR OWNER -
82 Autherticated Users
I x Default AppPool
|| | &2 5YsSTEM
| ; Eddie Dolbear (eddied @templa(.net) -
| ' 1 [
| [ #gd. [ Bemove |
1 Pemnissions for Default AppPool Allow Deny
I Full cortral i
Modify L
| Read & execute 0
List folder contents
Read i
Leam sbout access control and pemissions

[ ok J[ Coesl |[ oy |

To complete please click ‘Apply’

IS user

The 1IS user must have the necessary read/write permissions to the folder structure.

SQL SERVER CONFIGURATION

A SQL file would have been sent to you, this file contains all the necessary code the setup the database required to connect to
your TemplaCMS database.

1. Please open your SQL server management server and connect to the instance where you would like this database to
reside, we recommend you install the Customer Portal database on the same instance as your TemplaCMS database.

LT e
File Edt View Tool Window Community Help
2 howCumry D |5 5

=TT
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2. Onceyou have connected, please right click on the ‘Databases’ folder and click ‘New Database’.
3. Then enter the database name and click ‘OK’.

FEE )

Selectapage S Sei
pt v [ Help
o] Genera|
2 Options
A7 Filegroups Database name: Templa_Customer_Portal
Qwner: <default> E
[] Use fulltext indexing
Database files
Logical Name File Type  Filegroup Initial Size (MB)  Autogrowth
Templa_Cus... Rows ... PRIMARY 3 By 1 MB. unrestricted growth
Templa_Cus... Log Mot Applicable 17 By 10 percent. unrestricted growt|
‘Connection
Server
ACCESSSQLVACCESS
Connection
TEMPLAD adamj
_‘!} Vigw connection properties
Progress
Ready ] 1 | +
=

Your new database should now have been created.

P SMSUSIU L SISiugi ey au
| | Templa_CRM

L:] Termpla_Customer_Portal

| TemplaCMS_CRM

4. Please open a new query window that is connected to your new database.

-| |83 comacten 1y ACCESSSQUACCESS B9 | TEMPLASasary 53] | Templa Customes Pots | 0000 | 810w

5. Locate the SQL file you were sent and copy the contents in to the query window.
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2W R o'e s P
6. You need to make sure the script is going to point to your TemplaCMS database, to do that please press Ctrl-F and
select ‘Quick Replace’, The ‘Replace with’ text box must contain the name of your TemplaCMS database, this must

not be the name of your new database, make sure the ‘Look in’ drop down box is set to ‘Current Document’, then
please click ‘Replace All’.

Find and Replace @
5 Quick Find ~ ||A% Quick Replace |~
Find what:

Templa-CM3-Dev

Replace with:
Templa-CM5-Database

Look in:

[ Selection - ]

Find pptions

Eind Mext ] l Replace ]

Replace All

7. Then press F5 to execute the script.

8. You have one security setting you must set, please expand the ‘Security’ folder and locate and expand the ‘Logins’
folder, then locate the ‘TemplaCMS’ login and right click and select ‘Properties’.
 Login Properties - TemplaCMS. S
. Sswt - B
4R Server Foles Displays Help
12 User Mapping Login name: [Fempl=ChS] Ssarch
& Securables
& Status
Password. [ —
Confirm password ssssssssssssens
[ Specify old password
[] Erforce password policy
Connesion [7] Map to Credertial
Server: Mapped Credentials Credential Provider
ACCESSSQL\ACCESS
Connection:
TEMPLAOD adamj
3 View connection properties
Progress
Ready Defauit databass: [master -
Defauit lanquage: [Engisn -
9.

On the left hand navigator on the properties screen please locate and click ‘User Mapping’,
In the list please locate your new Customer Portal database and click the ‘Map’ check box, the on thenin the
database role grid please also make sure the ‘db_owner’ check box is checked, then click ‘OK’. Your database is now
configured; please follow the next steps to link your new database to the Customer portal database.
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10. Please open IIS and locate your CustomerPortal_Server application.

D /CustomerPortal Server Home

Fier

G Sow | Groupby ses

11. Double click the ‘Connection Strings’ menu option

F‘— MET Profile

B

1= ;I:f Connection Strings
9‘% SMTP E-mail
%a| Compression
cing Rules

‘:é:?iﬂ Handler Mappings
ﬂ“' MIME Types

—
- ) :
WebDAV Authoring Rules

-

12. Double Click the line that reads ‘TemplaCustomerPortal.Misc.My.MySettings.ConnectionString’

Edit Connection String

A=)

laCustomerPortal Misc. My MySettings. ConnectionString
(71 SQL Server

@ Custom

Data Source= ACCESSSQLVACCESSInitial Catalog=Templa-CustomerPortal-
DevIntegrated Security=False;User

ID=#stduser,Password=#stdpassword;Pocling=False;Connect Timeout=10

oK J [ Cancel
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Please change ‘ACCESSSQL\ACCESS’ to your instance, and change the ‘Catalog' Templa-CustomerPortal-Dev to your
new customer portal.

13. Repeat step 10 but change the ‘TemplaCustomerPortal.Misc.My.MySettings.PooledConnectionString’. Your database
is now fully configured and connected to you customer portal application.

CUSTOMER PORTAL CUSTOMISATION

The Customer Portal has our default look & feel but can be customised by the end client or their website developers (if
required) in the following ways:

Index.html can be changed (i.e. to include your accreditations, background image, etc) but the app placeholder and
buttons area must be retained
The navigation.ccs & navigation.js must not be updated, so if there is a need to override the look & feel, the
contents of this .css file can be overridden
The logo can be replaced
Any revised image buttons for existing Customer Portal buttons can be placed within the buttons 1IS folder (i.e.
C:\inetpub\CustomerPortal\CustomerPortal_Client\

Buttons) with the same names; for each button there are three /png’s:
Disabled icon pre logon - this is grey by default on our pre-delivered icons
Mouse-Off icon once logged on
Mouse-On icon if hover over the icon
Any new image buttons (e.g. for binder links or URL’s) are best placed in the document store folder (i.e.
\\...\TemplaCMS\DocumentStore ) to avoid any permission issues, with the name of these files matching the binder
link code; for each button there are three /png’s:
Disabled icon pre logon - this is grey by default on our pre-delivered icons
Mouse-Off icon once logged on
Mouse-On icon if hover over the icon

Once placed in the Document Store and the binder links updated, these .png’s will be copied across to the
A link from your main website to the Customer Portal can be added; conversely links from the Customer Portal to
your main or other industry website can be added by defining URL’s in which case the process for defining the
buttons for these links is the same as for binder links.
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» TEAM Software

by WORKWAVE

TEAM Software develops market-leading solutions for companies with distributed workforces. TEAM has a focus on the cleaning
and security industries helping the companies who serve these sectors manage and optimise their business; from front line
service delivery to back office financial management. TEAM’s technology is designed to help improve productivity, employee
engagement and profitability, and at the same time help control cost, risk and compliance. For more information, visit
teamsoftware.com.



